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What have we seen here at VT?









Gmail Account Compromises

• We took action in Jan/Feb to reduce system compromises 
leading to email spam attacks

• Attackers have changed tactics as we have made their job 
difficult

• Latest trend is compromised Gmail accounts
• Fortunately this doesn’t help them with spam, but it can harm 

individuals whose accounts are compromised!
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“Locky” ransomware
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Why are we a target?

• Top tier research university
• $513M+ research portfolio

• No. 1 academic research institution in VA (NSF census)

• Fairly open network architecture
• Fosters research, collaboration, and innovation

• Poses a common security “challenge” among colleges and 
universities

• High population density
• ~40K students, staff, and faculty

• ~100K network nodes



Other Risks

• IT Security Office provides a list of 22 potential risks to IT 
infrastructure
• http://security.vt.edu/services/risk_assessment/it_risk.html

• These are based on our observations during incident response 
activities and organizational security reviews

• This is a great place to start as you work to determine your risk 
exposure

Threat

Vulnerability

Asset

Risk

• Asset – something of value to the organization
• Threat – possible danger to asset
• Vulnerability – weakness that leave asset open to 

threat

Risk = threat X vulnerability

http://security.vt.edu/services/risk_assessment/it_risk.html


Threat: Lax or dated sysadmin practices

• Best practices should include
• Secure system configurations

• Periodic security audits

• Routine backups

• Documented and tested security settings

• Up-to-date training

• Common failures
• Poor/unsecure system configs

• Lack of change control procedures

• Failure to patch/update software

• Inadequate data backup procedures



Risk: Inadequate desktop access control 
management

• Best practices
• Review system logs for user activity and suspicious events

• Review access rights regularly

• Remove access rights when no longer needed

• Common failures
• Access rights granted and never revoked

• Logs not maintained or not reviewed



Risk: key person dependency

• Best practices
• Cross-train personnel on critical services

• Ensure there are backup individuals, with sufficient 
privileges to administer critical systems

• Common failures
• Relying on one person to maintain critical services with not 

cross-training or backup personnel



Risk: Lack of strong passwords 

• Best Practices
• Use long (12 character or more) passwords

• Use at least one each of: uppercase letters, lowercase 
letters, numbers, special characters

• Do not use proper nouns, dictionary words, or usernames

• Do not reuse passwords on multiple systems/sites

• Common failures
• Short, easily guessed passwords

• Password reuse

• Passwords same as username*
• root/root, admin/admin, ubuntu/ubuntu

*Actual username/password combinations observed on VT systems



Risk: Inadequate safeguards on sensitive 
data

• Best practices
• Only store sensitive data (PII, PCI, FERPA, HIPAA, etc.) in 

accordance with regulatory requirements and data 
steward’s guidance

• Encrypt at rest and in transit
• Understand what to do in case of data breach 

• http://security.vt.edu/resources_and_information/dealing_with_d
ata_exposure.html

• Common failures
• Storing more sensitive data than necessary
• Storing sensitive data on poorly secured systems
• Carrying unencrypted sensitive data on removable media 

or portable computing devices

http://security.vt.edu/resources_and_information/dealing_with_data_exposure.html


Risk: Inadequate access control

• Best practices
• Ensure access to resources and services are granted only to 

those users who are entitled to them
• Use two-factor authentication for access control 
• Use individual accounts, not “group” accounts for system 

access
• Remove access when faculty/staff/student leaves the 

university

• Common failures
• Group accounts for Banner (or other) access
• Granting access to those who don’t need it
• Failure to audit access to sensitive data



Risk: Lack of adequate physical security

• Best practices
• Lock office and living area doors when not present

• Secure easily pilferable devices when not in use

• Ensure servers and network devices are in locked cabinets

• Minimize and monitor access to office areas

• Common failures
• Leaving laptops, tablets, and phones unsecured when away 

from desk

• Uncontrolled access to offices and labs



Risk: Natural disaster

• Best practices
• Have completed continuity of operations plan and business 

impact analysis documents accessible in multiple locations

• Use uninterrupted power supplies (UPS) and/or backup 
generators to mitigate loss of power to critical services

• Common failures
• Lack of COOP, BIA



Risk: Hardware failure

• Best practices
• Ensure critical data is backed up off site

• Maintain records of warrantee data and contacts for 
supported items

• Maintain software license media and keys for re-installation

• Common failures
• Lack of up-to-date backups

• Failure to periodically test backup recovery process to 
ensure data is recoverable



Risk: Malware

• Best practices
• Use host-based firewalls and anti-virus software to limit 

exposure

• Ensure important data is backed up

• Be prepared to wipe and reinstall system from scratch

• Common failures
• Improperly configured or no host-based firewall

• Lack of adequate backups



Risk: Social engineering/phishing

• Best practices
• Employee awareness training to spread knowledge of 

threat

• Block know bad senders at email portal

• Common failures
• Lack of user awareness training



Cartoon courtesy of http://dilbert.com
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So what do we do?

• Identify assets, prioritize, 
and address risks

• You can’t solve 
everything at once!

Cartoon courtesy of http://www.hardygroupintl.com/blog/tag/risk-reduction/



Information Technology 
Risk Assessments



Why Conduct IT Risk Assessments?

• Helps organizations identify critical assets and risks to their IT 
systems

• Requires us to develop mitigations to address identified risks

• Helps ensure the continuity of critical business processes in the 
case of disaster or compromise 

• Supports University Policy 7010 requirement for departments 
to “regularly analyze risks and have up-to-date recovery plans”

IT Risk Assessment is about protecting your critical 
business processes!
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ITRA on file?*

Updated within 

the last 12 

months?**

Keep a copy and 

send one to 

riskassessments 

@vt.edu

Update every 12 

months.

Download template from 

security.vt.edu website 

and complete the draft 

assessment.

Review internally; modify 

to ensure it is up-to-date 

and accurate.

Submit completed 

assessment to 

riskassessments@vt.edu

**

Receive confirmation from 

IT Security Office on your 

submission.

IT Risk Assessment Flow Chart, v3.0, 2015

No

No

Yes

Yes

* If the Information Technology Risk Assessment is being submitted as part of a College-level submission, please ensure that each 

individual department is listed and individually provides their updates to the College-level document annually.

** The IT Security Office will maintain an archive of submitted ITRA reports; departments should also retain a copy of their assessments. 



Five ITRA Steps

 Step 1:  Identify technology assets

 Step 2:  Review and prioritize the assets

 Step 3:  Identify and define risks

 Step 4:  Make recommendations to mitigate the risks to 
critical assets

 Step 5:  Document mitigations and address critical risks
• For each mitigation:

o Describe

o Provide cost/benefit analysis

o Propose implementation date

• Select and implement chosen mitigations



Step 1:  Identify IT Assets

• Technology assets are defined as any of the following that are 
important to the mission of the department:
• Personnel

• Hardware and software 

• Data 

• Systems and services 

• Related technology assets

• In completing step one and step two, be sure to consider:
• What might be the impact if the office were to lose access to this 

technology resource for more than a week?

• Briefly describe the specific business functions, personnel, processes, 
research, or extension environments that exist within the department, 
in terms of their use of technology resources.



Step 2:  Review and Prioritize

• Mission Critical  
• Highly sensitive with respect to confidentiality, integrity, or availability

Or

• If compromised, could pose a risk to life, health, and/or safety

Or

• Subject to legislative, regulatory, or contractual compliance requirements

• Essential 
• Could work around the loss of this information asset for several days

• Eventually the asset would have to be restored to a useable status

• Normal
• The department can operate without this information asset for an 

extended (though perhaps finite) period of time

• Particular units or individuals would need to identify alternatives



Critical Asset Examples

Critical Asset Description  Examples

The asset performs a function that safeguards the 
life or health of members of the university 
community or general public.

Computing & 
telecommunications 
resources for Police/EMS 
dispatchers

The asset is required to support instruction in such a 
way that instruction could not continue without it.

Canvas, Scholar, servers for 
distance learning courses 
(IDDL)

The asset is required to provide central University 
business and support functions.

Registrar, bursar, controller, 
banner, Hokie Mart

The asset concerns data which is highly sensitive or 
in other ways access restricted.

Databases of personnel 
records; medical records.
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Step 3:  Identify and Define Risks

• Risk Definition: problems, threats, and vulnerabilities with 
respect to information technology assets. 
• See http://security.vt.edu/services/risk_assessment/it_risk.html

• If you identify other threats and vulnerabilities that represent 
unique risks to your information assets that are not covered on 
this list, include them in Step 3, and list those risks along with 
their definitions.  

• Information about how to rate likelihood and impact of risks 
and an explanation of risk responses can be found at:
• http://security.vt.edu/services/risk_assessment/itra_resources.html

http://security.vt.edu/services/risk_assessment/it_risk.html
http://security.vt.edu/services/risk_assessment/itra_resources.html


Step 4: Recommendations to mitigate risks

For each risk pertaining to a critical asset that carries a high 
impact, team members should document whether: 

1. Current controls are in place and enforced to mitigate risk

2. The risk can be addressed within a specific timeframe with limited 
impact

3. No controls will be implemented at the current time due to factors that 
are expected to change in the near future 

- e.g., new software expected, pending move to new location

4. Mitigation of the risk is not feasible, due to external factors 

- time, budget, etc.



Step 5: Document mitigation strategies

• Identify each solution 
• Technical or non- technical, as well as any policies or procedures that 

would apply. 
• Each solution should be described completely
• If only one solution is applicable, that fact should be noted, including 

some discussion of why other options were dismissed

• Develop a cost/benefit analysis for each proposed solution.
• This should include capital and direct costs, staff costs, training and 

support, and any other one-time or ongoing costs

• Specify a proposed implementation timeline 
• This could depend on the severity of the risk and the timeframe for 

implementation

• Due to ITSO on March 1st annually
• Submit to riskassessments@vt.edu

mailto:riskassessments@vt.edu


Tips

• Think of IT Risk Assessment as helping to protect your 
Business Processes!
• ITRA is not a function of (solely) your IT team

• Make a realistic assessment of potential risks based 
on severity and likelihood

• Use ITRA as an opportunity to step back, assess 
potential risks, and consider all of the alternatives 
before a crisis situation happens
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Cartoon courtesy of http://xkcd.com


