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From: VT Webmail Team <johnr6@vt.edu>

Date: Mon, Apr 4, 2016 at 8:03 AM

Subject: WARNING: VERIFY YOUR EMAIL ACCOUNT NOW!!!
To:

Dear VT Email Account User,

This message is from VI.EDU Upgrade Team. We hereby announce to you
that we are running upgrade and maintenance on our server database.
Your email account would be deleted from our server if it is not

verified within the next 24 hours and you will be unable to access

your webmail account. To avoid the deletion of your account, you are
advised to verify your email account by clicking on the link below and
follow the instructions.

Click the link below to verify your email Account.

http://vt-eduwbmailvrfy.3eeweb.com/secure-verify.vt.edu.php

Thank you.
VT Webmail Team.

© 2016 Virginia Polytechnic Institute and State University
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Google

One account. All of Google.

Sign in to continue to Gmail

Please enter your full email address
example@vt.edu
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Stay signed in Meed help?

Create an account

One Google Account for everything Google
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* We took action in Jan/Feb to reduce system compromises
leading to email spam attacks

» Attackers have changed tactics as we have made their job
difficult

* Latest trend is compromised Gmail accounts

* Fortunately this doesn’t help them with spam, but it can harm
individuals whose accounts are compromised!
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Outlook Web App - Google Chrome

(O] outlook Web App x % X
<« & 4 [ frtlinedbcker.besaba.com DA
25 Apps [ New Tab ) Nessus /Login App passwords - /

[ 5R Tool Home

Microsoft*

Outlook'Web App

Security { show explanation )

(®  Thisis a public or shared computer
This is a private computer

|| Use Outlook Web App Light

Domainiuser name: | | |

Password: | |

Email: | |

Connected to Microsoft Exchange
Secured by Microsoft Forefront Threat Management Gateway
© 2008 Microzoft Corporation. All rights rezerved.
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Help Terms of Use About CAS

Login to Scholar Course Management System

If you want to log in with an account other than your Virginia Tech PID, please click the following link
to log in with your Guest Account,

Username

Password

Forgot username or password?

[ | warn before logging into other sites,

Switch to high security PDC login.

Security Notice

For security reasons, please close your web browser when you have finished accessing services
that require authentication.




2 Virginia Tech Central Authentication Service - Google Chrome o x

W3 virginia Tech Central » = § %

& & [} dannytice.com///wp-admin/css/sch/vt.edu/vt.htm
Apps [ New Tab ) Nessus /Login App passwords - /[ SR Tool Home Report a Phishing |

‘ [l VirginiaTech iCCé"ntral A(uthentication Service

b Help Terms of Use About CAS

Login to Scholar Course Management System

If you want to log in with an account other than your Virginia Tech PID, please click the following link to log
in with your Guest Account.

E—

Password

Forgot username or password?

|| Warn before logging into other sites.

Switch to high security PDC login.

Security Notice

For security reasons, please close your web browser when you have finished accessing services that
require authentication.




March 03, 2016

Direct deposits rerouted after lllinois State
University data breach

Share this article: n u m m
o

An attacker compromised the accounts of 13
lllinois State University (ISU) employees and
diverted their direct-deposit payroll payments to
another account.

The university was alerted of the breach Monday

and later learned the attacker rerouted the
payments by accessing the victims' university
login information, ISU Chief of Staff Jay Groves
told The Pantagraph.

Those affected have since had the proper An attacker compromised the payment information of lllinois
amounts credited to their accounts and in order to e

protect the integrity of other accounts the

university has temporarily suspended the ability to modify bank routing information for direct deposits online.

A total of $50,000 was involved in the incident and the university is working with the Federal Bureau of
Investigation and lllinois State Police in its investigation.

Faculty, staff and students have been instructed to check their accounts for fraudulent activity.

Groves said there have been five other universities around the country where similar incidents have occurred.
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Hacker sends anti-Semitic fliers to network
printers at Princeton, many other colleges
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Most Read
By Mary Hui and Susan Svrluga =

1 A huge tornado killed his
wife and destroyed their
home. He filmed the whole
thing.

2 9-year-old reporter breaks
crime news, posts videos,
fires back at critics

3 George Mason U. changes

name of Scalia law school ¥ <
to avoid embarrassing
acronyms

4 Yes, itmaysnowa bitin @
D.C. Saturday, as polar i
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blow B

5 Maryland board approves
$5.6billion Purple Line  “®=L,
contract

Unlimited Access to The Post. Just 99¢

Princeton University. (Associated Press)

PRINCETON, N.J. — A notorious white supremacist computer hacker has

claimed responsibility for sending anti-Semitic fliers to networked printers at

several universities across the country, a coordinated cyberattack that
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This page lets you add or edit administrator settings. Click Help for more information.

Step 1. Enter the admir

The device uses this information to send digital send job information to the administrator. *
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Data Loss Prevention
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START DATA RECOVERY CASE STATUS 800.237.4200
About Contact Clients R&D News

This page serves as a repository for the default passwords for various devices and applications.

Hardware devices listed include netwaork devices such as routers, modems, and firewalls, along

with various storage devices and camputer systems. This is a substantial list, but it is not regularly

updated. Revision numbers are therefore included where applicable in order to ensure accuracy.

If your device's listed password is incorrect or if you would like to submit a password for inclusion

on this list, please send an email to support@datarecovery.com with this page's URL

(http://datarecovery.com/rd/default-passwords/) in the subject line.

All of these admin passwords are provided for research purposes and for legal, legitimate use.
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Login or Register

The search engine for {the'Internet of Things

rid's first search engine for Internet-connected de

Create a Free Account Getting Started

Explore the Internet of Things See the Big Picture

Use Shodan to discover which of your devices are connected to Websites are just one part of the Internet. There are power
the Internet, where they are located and who is using them. plants, Smart TVs, refrigerators and much more that can be
found with Shodan!

Monitor Network Security Get a Competitive Advantage

Keep track of all the computers on your network that are ; Who is using your product? Where are they located? Use
directly accessible from the Internet. Shodan lets you Shodan to perform empirical market intelligence
understand your digital footprint

i =

O

56% of Iﬁtune 100 1,000+ Universities

Shodan is used around the world by researchers, security professionals, large enterprises, CERTs and everybody in between.
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Sys Log (240 messages)

16/03/16 16:29:22 User login attempt succeeded from IP address 128.173.54.125

16/03/16 16:13:26 User login attempt succeeded from IP address 128.173.54.118
16/03/16 16:13:16 Administrator login attempt failed from IP address 128.173.54.118
16/03/16 16:10:49 User login attempt succeeded from IP address 128.173.54.118
16/03/16 16:05:16 User login attempt succeeded from IP address 71.68.132.97
16/03/16 16:01:15 User login attempt succeeded from IP address 71.68.132.97
16/03/16 16:01:06 User login attempt succeeded from IP address 128.173.54.118
16/03/16 15:35:15 User login attempt succeeded from IP address 162.216.46.117
16/03/16 09:22:52 User login attempt succeeded from IP address 212.221.44 .99
16/03/16 08:08:54 User login attempt succeeded from IP address 31.7.58.234
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* Why are we a target?

1 o= e Common IT Risks
7 s
22 F
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* Top tier research university
* $S513M+ research portfolio
* No. 1 academic research institution in VA (NSF census)

* Fairly open network architecture
* Fosters research, collaboration, and innovation
* Poses a common security “challenge” among colleges and
universities
* High population density
e ~40K students, staff, and faculty
e ~100K network nodes
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 |T Security Office provides a list of 22 potential risks to IT
infrastructure
* http://security.vt.edu/services/risk assessment/it risk.html

* These are based on our observations during incident response
activities and organizational security reviews

* This is a great place to start as you work to determine your risk
exposure

* Asset —something of value to the organization

* Threat — possible danger to asset

* Vulnerability — weakness that leave asset open to
threat

Vulnerability Risk

Risk = threat X vulnerability
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http://security.vt.edu/services/risk_assessment/it_risk.html

* Best practices should include
e Secure system configurations
Periodic security audits
Routine backups
Documented and tested security settings
Up-to-date training

* Common failures
* Poor/unsecure system configs
* Lack of change control procedures
* Failure to patch/update software
* Inadequate data backup procedures

@ VirginiaTech

Invent the Future®




* Best practices
* Review system logs for user activity and suspicious events
* Review access rights regularly
* Remove access rights when no longer needed

e Common failures

* Access rights granted and never revoked
* Logs not maintained or not reviewed
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* Best practices

e Cross-train personnel on critical services

* Ensure there are backup individuals, with sufficient
privileges to administer critical systems

e Common failures

* Relying on one person to maintain critical services with not
cross-training or backup personnel

@ VirginiaTech
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* Best Practices
e Use long (12 character or more) passwords

* Use at least one each of: uppercase letters, lowercase
letters, numbers, special characters

* Do not use proper nouns, dictionary words, or usernames
* Do not reuse passwords on multiple systems/sites

* Common failures
* Short, easily guessed passwords
* Password reuse

e Passwords same as username*
* root/root, admin/admin, ubuntu/ubuntu

@ VirginiaTech

*Actual username/password combinations observed on VT systems Invent the Future®




* Best practices

* Only store sensitive data (PIl, PCI, FERPA, HIPAA, etc.) in
accordance with regulatory requirements and data
steward’s guidance

* Encrypt at rest and in transit

 Understand what to do in case of data breach

e http://security.vt.edu/resources and information/dealing with d
ata exposure.html

e Common failures

* Storing more sensitive data than necessary
 Storing sensitive data on poorly secured systems

* Carrying unencrypted sensitive data on removable media
or portable computing devices

@ VirginiaTech
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http://security.vt.edu/resources_and_information/dealing_with_data_exposure.html

* Best practices

* Ensure access to resources and services are granted only to
those users who are entitled to them

e Use two-factor authentication for access control

* Use individual accounts, not “group” accounts for system
access

* Remove access when faculty/staff/student leaves the
university
e Common failures
e Group accounts for Banner (or other) access
* Granting access to those who don’t need it
* Failure to audit access to sensitive data

@ VirginiaTech

Invent the Future®




* Best practices
* Lock office and living area doors when not present
* Secure easily pilferable devices when not in use
* Ensure servers and network devices are in locked cabinets
* Minimize and monitor access to office areas

e Common failures

* Leaving laptops, tablets, and phones unsecured when away
from desk

 Uncontrolled access to offices and labs

@ VirginiaTech
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* Best practices

* Have completed continuity of operations plan and business
impact analysis documents accessible in multiple locations

* Use uninterrupted power supplies (UPS) and/or backup
generators to mitigate loss of power to critical services

e Common failures
e Lack of COOP, BIA

@ VirginiaTech
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* Best practices
* Ensure critical data is backed up off site

 Maintain records of warrantee data and contacts for
supported items

* Maintain software license media and keys for re-installation

e Common failures

* Lack of up-to-date backups

* Failure to periodically test backup recovery process to
ensure data is recoverable
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* Best practices

* Use host-based firewalls and anti-virus software to limit
exposure

* Ensure important data is backed up
* Be prepared to wipe and reinstall system from scratch

e Common failures

* Improperly configured or no host-based firewall
* Lack of adequate backups
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* Best practices

* Employee awareness training to spread knowledge of
threat

* Block know bad senders at email portal

e Common failures
e Lack of user awareness training
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WHAT CAN RISK
MANAGEMENT
SOFTWARE TELL YOU
THAT MY COMMON
SENSE AND EXPERIENCE

STOP
FAILING THE

OATA- TURING TEST!
\\/

GET US SOME
RISK MANAGEMENT
SOFTWARE.

www.dilbert.com scottadams®acl.com
34609 ©2009Scott Adams, Inc./Dist by UFS, Inc

@ VirginiaTech

Invent the Future®

Cartoon courtesy of http://dilbert.com



* What can we do?

s aa IRS * |T Risk Assessment process
* Mitigation strategies

e Other resources
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I e

Possible Risks

. c ey 1 : ;
* |dentify assets, prioritize, 422.  Alien Invasion
1423. dity destroyed by

and address risks angry Monkey God
0

1424. Building eaten by
giant pig

D

* You can’t solve
everything at once!

“Well he certainly does a very thorough risk analysis.”
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Information Technology
Risk Assessments
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* Helps organizations identify critical assets and risks to their IT
systems

Requires us to develop mitigations to address identified risks

Helps ensure the continuity of critical business processes in the
case of disaster or compromise

Supports University Policy 7010 requirement for departments
to “regularly analyze risks and have up-to-date recovery plans”

IT Risk Assessment is about protecting your critical
business processes!

@ VirginiaTech
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3 VirginiaTech

vices/index.html|

Information Technology
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IT Secur y Office

IT Seru.dy Lab
Services

Bflty Reviews
Risk Assessment
Awareness Training
Vulnerability Scanning
Web Application Scanning
Rights Management Services

All Services

Students
Staff and Facully
IT Professionals
Identity Finder

Password Change Requirements
2 Factor Authenfication

About Us

g
Bali
L

IT Security Reviews
The Virginia Tech IT Security Office conducts IT
security reviews throughout the university. Securify
reviews are a service offered by our office to help
departments discover potential cyber problems that
could result in improper data disclosures, illegal usage;
and potential problems that weaken IT systems.

Awareness Tralmng

The Virginia Tech IT Security Office provides training
throughout the campus. Training topics cover subjects
from cyber security awareness issues to the latest
techniques being used to compromise IT systems.

Richte Manacamant Qamnrac

P
- ! ] A

- O X

% o 0

® People © Pages

Search |IT Security rEo

l !

Services

IT Risk Assessment

A resilient enterprise has the capacity to overcome
disruptions and the ability to continually adapt to an
ever-shifting range of threats and vulnerabilities.
Especially in the realm of IT resources, more
protection is continually required.

Web AppireatrorrScanning

The Security Office provides custom scanning for web
applications. A web application scan is a specific type
of vulnerability scan that is designed to address
common threats to web applications.

Vulnerability Scanning

- —— .- DT




IT Risk Assessment Flow Chart, v3.0, 2015

No

ITRA on file?*

l Yes

Updated within No

the last 12
months?**

‘ Yes

Keep a copy and
send one to
riskassessments

@vt.edu
Update every 12
months.

Download template from
security.vt.edu website
and complete the draft
assessment.

l

Review internally; modify
to ensure it is up-to-date
and accurate.

!

Submit completed
assessment to

riskassessments@vt.edu
*%

!

Receive confirmation from
IT Security Office on your
submission.

* |f the Information Technology Risk Assessment is being submitted as part of a College-level submission, please ensure that each
individual department is listed and individually provides their updates to the College-level document annually.

** The IT Security Office will maintain an archive of submitted ITRA reports; departments should also retain a copy of their assessments.

39



Q Step 1: Identify technology assets
Q Step 2: Review and prioritize the assets
Q Step 3: Identify and define risks

Q Step 4: Make recommendations to mitigate the risks to
critical assets

Q Step 5: Document mitigations and address critical risks

- For each mitigation:
o Describe
o Provide cost/benefit analysis
o Propose implementation date

- Select and implement chosen mitigations

W]VlrgmlaTech
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* Technology assets are defined as any of the following that are
important to the mission of the department:
* Personnel
Hardware and software
Data
Systems and services
Related technology assets

* In completing step one and step two, be sure to consider:

 What might be the impact if the office were to lose access to this
technology resource for more than a week?

» Briefly describe the specific business functions, personnel, processes,
research, or extension environments that exist within the department,
in terms of their use of technology resources.
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e Mission Critical

* Highly sensitive with respect to confidentiality, integrity, or availability
Or

 If compromised, could pose a risk to life, health, and/or safety
Or

* Subject to legislative, regulatory, or contractual compliance requirements

* Essential
* Could work around the loss of this information asset for several days
e Eventually the asset would have to be restored to a useable status

e Normal

* The department can operate without this information asset for an
extended (though perhaps finite) period of time

* Particular units or individuals would need to identify alternatives

[T VirginiaTech
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Critical Asset Examples

Computing &
telecommunications
resources for Police/EMS
dispatchers

The asset performs a function that safeguards the
life or health of members of the university
community or general public.

[T VirginiaTech
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Critical Asset Examples

Canvas, Scholar, servers for
distance learning courses
(IDDL)

The asset is required to support instruction in such a
way that instruction could not continue without it.
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Critical Asset Examples

The asset is required to provide central University Registrar, bursar, controller,
business and support functions. banner, Hokie Mart
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Critical Asset Examples

The asset concerns data which is highly sensitive or  Databases of personnel
in other ways access restricted. records; medical records.
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* Risk Definition: problems, threats, and vulnerabilities with
respect to information technology assets.
* See http://security.vt.edu/services/risk _assessment/it risk.html

* If you identify other threats and vulnerabilities that represent
unique risks to your information assets that are not covered on
this list, include them in Step 3, and list those risks along with
their definitions.

* Information about how to rate likelihood and impact of risks
and an explanation of risk responses can be found at:

* http://security.vt.edu/services/risk assessment/itra resources.html
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http://security.vt.edu/services/risk_assessment/it_risk.html
http://security.vt.edu/services/risk_assessment/itra_resources.html

For each risk pertaining to a critical asset that carries a high
impact, team members should document whether:

1. Current controls are in place and enforced to mitigate risk

2. Therisk can be addressed within a specific timeframe with limited
impact

3. No controls will be implemented at the current time due to factors that
are expected to change in the near future

-e.g., new software expected, pending move to new location

4. Mitigation of the risk is not feasible, due to external factors
- time, budget, etc.
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* |dentify each solution

* Technical or non- technical, as well as any policies or procedures that
would apply.

e Each solution should be described completely

 If only one solution is applicable, that fact should be noted, including
some discussion of why other options were dismissed

* Develop a cost/benefit analysis for each proposed solution.

* This should include capital and direct costs, staff costs, training and
support, and any other one-time or ongoing costs

* Specify a proposed implementation timeline

e This could depend on the severity of the risk and the timeframe for
implementation

* Due to ITSO on March 1%t annually
* Submit to riskassessments@vt.edu
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* Think of IT Risk Assessment as helping to protect your
Business Processes!

* ITRA is not a function of (solely) your IT team

* Make a realistic assessment of potential risks based
on severity and likelihood

* Use ITRA as an opportunity to step back, assess
potential risks, and consider all of the alternatives
before a crisis situation happens
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\WE SHOULD GO TO THE NORTH BEACH.
SOMEONE SAID THE S0UTH BEACH HAS
A 20% HIGHER RISK OF SHARK ATTACKS.

YEAH, BUT STATISTICALLY TAKING
THREE BEACH TRIPS INSTEAD OF TWO
INCREASES OUR 0DDS OF GETTING
SHOT BY A SWIMMING DOG CARRYING
A mummrrsncm BY 50%!

OH NO! THIS 1S
OUR THIRD Tﬁ'rP"

P47

Cartoon courtesy of http://xkcd.com

REMINCER: A 50% INCREASE
IN A TINY RISK, 1S STRL TINY,
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